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Executive Summary

Google Cloud Threat Horizons H1 2026 documented a real intrusion chain where
attackers social-engineered a developer, delivered trojanized tooling, pivoted into
Kubernetes and CI/CD identity paths, then stole millions in cryptocurrency.

This playbook operationalizes that incident pattern for platform teams.
Use this if you need to:

¢ Contain a workstation-to-cluster compromise quickly
e Remove persistence from Kubernetes and CI/CD paths
¢ Enforce controls that prevent token leakage and privileged-pod abuse

Why This Matters Now

From report-linked coverage and report content:

Software vulnerability exploitation is now the leading cloud initial access vector
(about 44.5%)

Weak/no credentials remain high (27.2%), but no longer #1 in that dataset slice
RCE as an initial access method rose from 2.9% to 13.6% in H2 2025 (about 5x)
Identity issues are present in a large majority of incidents (83%)

The practical lesson: this is not a password-only problem. It is a chained-control problem.

Incident Pattern (Reference Kill Chain)

1. Social engineering and file transfer into a corporate developer endpoint

2. Trojanized executable masquerades as trusted tooling (kubectl-like path)

3. Cloud and Kubernetes reconnaissance plus configuration drift for persistence
4. Service account token theft from logs / over-permissive CI identities

5. Privileged pod abuse and container-to-node escape opportunity

6. Data and financial impact (including crypto theft)
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0-4 Hour Containment Runbook

1) Isolate endpoint and suspend trust
e Remove infected/suspect workstation from corp network/VPN

¢ Preserve endpoint forensics (do not wipe first)
¢ Snapshot process tree and network telemetry

2) Revoke and rotate identities first
e Disable or rotate service accounts touched in incident window

¢ Invalidate CI/CD tokens and active sessions
e Force re-auth for privileged cloud identities

3) Reduce runtime blast radius
¢ Block new privileged pod admission immediately

¢ Pause high-risk automated deploy jobs
¢ Freeze namespace changes in production until integrity checks pass

4) Hunt persistence and drift

¢ Diff live workloads against approved manifests
¢ Identify unexpected cronjobs, init containers, sidecars
¢ Investigate anomalous pod-to-node process paths

5) Protect financial flows
e Require out-of-band approval for sensitive transactions

e Restrict automated wallet/payment operations

24-72 Hour Eradication and Recovery

Endpoint and Tooling

¢ Rebuild affected developer machines from trusted baseline
¢ Re-issue workstation certificates/keys as needed
e Verify developer tooling hashes from approved internal manifests

Kubernetes and Cloud

e Reconcile cluster state to last known good Git commit
¢ Rotate static secrets and DB credentials potentially exposed
e Re-scope service accounts to minimum permissions
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CI/CD

e Remove long-lived credentials where possible
e Replace with short-lived federation/workload identity patterns
¢ Enforce log redaction and secret masking checks in pipelines

30-Day Hardening Plan

Week 1: Guardrails

e Enforce policy to disallow privileged containers and hostPath in prod
¢ Disable automountService AccountToken for workloads that do not need it

¢ Add admission and runtime alerts for privileged workload creation

Week 2: Identity Cleanup

e Map all CI/CD identities and remove broad roles
e Separate build, deploy, and break-glass privileges
¢ Introduce mandatory approval for destructive infra actions

Week 3: Workstation Integrity

¢ Validate kubectl and other cluster tooling checksums continuously
e Restrict unmanaged file transfer channels for managed endpoints
e Alert on suspicious process lineage from kubectl-like binaries

Week 4: Validation and Drills

¢ Run tabletop of this exact kill chain (security + platform + SRE)
¢ Test incident runbook timings and ownership
e Track metrics: privileged pod count, leaked token findings, MTTR

Technical Controls (Drop-In Templates)

A) Privileged Pod and hostPath Deny (Kyverno)

apiVersion: kyverno.io/vl
kind: ClusterPolicy
metadata:
name: disallow-privileged-and-hostpath
spec:
validationFailureAction: Enforce
background: true
rules:
- name: no-privileged-containers
match:
any:
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- resources:
kinds: ["Pod"]
validate:
message: "Privileged containers are not allowed."
pattern:
spec:
=(containers):
- securityContext:
=(privileged): false
=(initContainers):
- securityContext:
=(privileged): false
- name: no-hostpath-volumes
match:
any:
- resources:
kinds: ["Pod"]
validate:
message: "hostPath volumes are not allowed."
pattern:
spec:
=(volumes):
- X(hostPath): null

B) Privileged Pod Audit

kubectl get pods -A -0 json | jq -r

.items[]
| select(
any(.spec.containers[]?; .securityContext.privileged == true) or
any(.spec.initContainers[]?; .securityContext.privileged ==
true)
)
| [.metadata.namespace, .metadata.name] | @tsv

C) Service Account Token Exposure Audit

rg —n ——hidden \
-e 'ya29\. [0-9A-Za-z\—_]+' \
-e 'servicel[_-]?account.xtoken' \
-e '——- BEGIN (RSA|EC|OPENSSH) PRIVATE KEY-————— "\
./ci-logs ./build-artifacts || true

kubectl get pods -A -0 json | jgq -r '
.items[]
| select(.spec.automountServiceAccountToken != false)
| [.metadata.namespace, .metadata.name, (.spec.serviceAccountName //
"default")] | @tsv
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D) kubectl Integrity Gate (CI or bootstrap check)

set —euo pipefail

BIN="$(command -v kubectl)"

ACTUAL="$(shasum -a 256 "$BIN" | awk '{print $1}')"

if ! grep —q "7$ACTUALS$" .security/approved-kubectl-sha256.txt; then
echo "Unapproved kubectl hash: $ACTUAL"
exit 1

fi

echo "kubectl hash approved"

Readiness Checklist

Managed endpoint policy defines and controls personal-to-corporate file transfer
paths

kubectl/tooling integrity checks enforced on developer and CI surfaces

No privileged pods in production without exception approval

CI/CD logs are scanned and redacted for secret/token leakage

Service accounts use least privilege and short-lived token patterns

Incident runbook ownership and escalation matrix is documented

Tabletop completed in the last 90 days

O00000o O

Decision Rule

If an endpoint compromise can silently alter cluster tooling and your cluster still allows
privileged runtime paths, you are operating on borrowed time.

Fix the trust chain before the next release cycle.

Sources

¢ Google Cloud Threat Horizons Report H1 2026:
https://cloud.google.com/security/report/resources/cloud-threat-horizons-report-h1-
2026

o The Hacker News coverage: https://thehackernews.com/2026/03/unc4899-used-
airdrop-file-transfer-and.html

e Help Net Security coverage: https://www.helpnetsecurity.com/2026/03/11/google-
cloud-environments-cyber-threats-report/

¢ BleepingComputer coverage:
https://www.bleepingcomputer.com/news/security/google-cloud-attacks-exploit-
flaws-more-than-weak-credentials/

e Kubernetes Pod Security Standards: https://kubernetes.io/docs/concepts/security/pod-
security-standards/
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¢ GKE Workload Identity Federation: https://cloud.google.com/kubernetes-
engine/docs/how-to/workload-identity
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